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The security of Quantum Key Distribution (QKD) schemes is founded on
the physical properties underlying the exchange of polarized photons and the
disturbances on the probability distribution introduced by an eavesdropper
reading photons polarization state.
QKD protocols make use of a quantum channel to exchange photons and
a classical channel to exchange bits of information about the measurement
performed by both parties. The Bennet and Brassard protocol (or a variation
thereof) is used to reconcile the bits that both parties have in common without revealing them. Thus both parties of the exchange should end up with
identical strings of bits that are to be used as the key. The presence of an
eavesdropper on the quantum channel will be detected by the disturbance it
introduces and the key thus generated can be discarded as insecure (opening
the door for a denial of service attack).
In this work the author explores the case in which the security of the distribution scheme is weakened by allowing an active eavesdropper/attacker to
control the probabilities of selection of basic vectors for qubit measurement.
This can be understood as an enhanced version of the Man in the Middle
attack, as it needs the attacker to actively control both, the quantum and
the classical channels. The analysis of the security under these paradigm rest
heavily on the quality and security of the random sequence generator.
The author also introduce a cipher based on the dense coding algorithm
and provides some analysis of its security. This protocol is proven to have
better security than the Bennet and Brassard protocol against the active
eavesdropper postulated in this paper. Several lines of future research are
also delineated.
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